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Before the
UNITED STATES COPYRIGHT OFFICE
Library of Congress

)

Exemption to Prohibition on Circumvention of Docket No. 2014-07
Copyright Protection Systems for Accegs
Control Technologies ) Proposed Class 25: Security Research

)
)

COMMENTS OF GENERAL MOTORS LLC

SUMMARY OF THE OPPOSITION TO THE PROPOSED EXEMPTION

General Motors LLC (“GM”) respectfully submits teesomments in response to the
Notice of Proposed RulemakingNPRM”) released by the United States Copyright Office
(“Copyright Office”) in the above-captioned proceed’ In the NPRM, the Copyright Office
seeks comment on a number of proposed exemptiaihe Digital Millennium Copyright Act’s
("DMCA’s") prohibition against circumvention of tbéaological protection measures (“TPMs”)
that control access to copyrighted wofks.

The Copyright Office should deny the proposed ex@npfor Class 25. The proposed
exemption is overbroad, and the proponents havedf&d establish @arima facie case that an
exemption for Class 25 is or is likely to be nonimjing. The proponents have also failed to
establish that the challenged TPMs are causingy®ltikely to cause in the next three years, a
substantial adverse impact on users. Becausertpoments of the exemption have failed to
meet theirprima facie burden, the Copyright Office does not need to emanthe relevant

statutory factors; however, consideration of thtassors also supports a decision to deny the

! Exemption to Prohibition on Circumvention of Comyri Protection Systems for Access Control
TechnologiesNotice of Proposed Rulemaking, 79 Fed. Reg. 73856 (Dec. 12, 20(4PRM").
2NPRM, 79 Fed. Reg. at 73856.



proposed exemption. Importantly, the proposed @tem presents a host of potential safety,
security and regulatory concerns that the propendrtve not fully considered. Indeed,
proponents such as Dr. Green seem to ignore théhfacwhen it comes to cars, they are seeking
an exemption for circumvention of the very TPMsigeed to play an important role in the
carefully considered overall safety and securignfework within a vehicle and which help to
ensure the safety and security of, among othegshithe Electronic Control Units (“ECUS”) in
cars and thus, of the vehicle as a whdlurthermore, the broad exemption sought wouldaallo
dissemination of highly sensitive copyrighted imf@ation regarding the functioning and
operation of ECUs in cars. Even when such efforts are undertaken by weédiritioned
researchers, wider distribution of such informatovides access to vehicle software in a way
that implicates safety and security concerns. Thiuganted, the proposed exemption presents
significant safety and security challenges.

Proposed Class 25. Various petitioners have submitted petitions emchments in

support of an exemption for proposed class 25, whiculd allow:

® See Long Comment of Dr. Matthew D. Green Regarding apBsed Exemption at 2 (“Green
Comments”).

* See Green Comments at 12-14.

® In addition to Dr. Green, Security Researcherk aeeexemption because they take the positioratimat
access control mechanism that potentially expdsegblic to risk of harm due to malfunction, ségur
flaws or vulnerabilities is an appropriate subjettesearch and the proposed exemption would asldres
the current chilling effect on noninfringing uses leliminating ambiguity regarding whether
circumvention of access controls for security reseaon software is illegal; the SAE International
(formerly Society of Automotive Engineers) filedroments taking no position but offering to assigt th
Copyright Office in its inquiry; combined commeméexeived through the Digital Right to Repair websit
generally expressed the view that researchersdimatlbe at risk of running afoul of copyright lawhen
testing the safety of computer programs, databases,devices; and various researcher and academic
short comments generally expressed the view tregarehers should be able to access copyrighted
software for security research and that the prabiiagainst circumvention has chilling effectssauch
research.See Long Comment of Security Researchers; Long CommeStallman et al; Short Comment

of the SAE International on behalf of SAE Interpatl Vehicle Electrical System Security Committee;
various Short Comments submitted by individuals] garious Short Comments submitted through the
Digital Right to Repair website.



RESEARCHERS TO CIRCUMVENT ACCESS CONTROLS IN RELAN TO
COMPUTER PROGRAMS, DATABASES, AND DEVICES FOR PUREES OF
GOOD FAITH TESTING, IDENTIFYING, DISCLOSING, AND HING OF
MALFUNCTIONS, SECURITY FLAWS, OR VULNERABILITIES.
The Samuelson-Glushko Technology Law & Policy G@li¢fifLPC”) on behalf of Dr. Matthew
D. Green, PhD (“Dr. Green” or “Proponent”) has feeth the most substantive comments, and
GM focuses it response on these comments to tleatetktey concern the circumvention of
TPMs in motorized land vehicles. Dr. Green andatier petitioners are collectively referred to
herein as “Proponents.”

Proponents request an exemption that broadly cdterary works, including computers,
databases, and documentation, protected by TPMs ¢tntrol access to work, for the purpose
of finding, fixing, and disclosing security vulnéibties, flaws, or malfunctions, commenting on
or criticizing such vulnerabilities, flaws, or matfctions, or engaging in scholarship and
teaching about such vulnerabilities, flaws, or mmadtions, including where the technological
protection measures control access to other wetks) as graphic works, audiovisual works,
and sound recordings, when the research cannatrimimed without accessing the other
works” (“Proposed Exemption”).

The Proposed Exemption seeks to allow researcbhensgage in security research which
includes 1) researching and discovering securdydland vulnerabilities, 2) alerting consumers
and notifying companies of security flaws and vudilities, 3) providing students with
valuable learning opportunity to gain hands-on e®pee by working on a real system, 4)

contributing to the academic publications and dis@mns of software and device security and 5)

® Copyright Office, Exemption to Prohibition on Qiravention of Copyright Protection Systems for
Access Control TechnologieSptice of Proposed Rulemaking, 79 Fed. Reg. 73856, 73870 (2014).
" Green Comments at 3.



applying research discoveries to fix vulnerabiit@ build new, more secure software and
devices’

Dr. Green acknowledges that software controls ats and “[t]he security of modern
software and the devices that execute this softwateis of paramount importance for both the
security of our nation and the security of ourdivéHowever, the Proposed Exemption would
also cover the public distribution of security r@s#h findings, which as written, would include
findings related to code in vehicle ECUs that colntritical safety and security systems and
systems that comply with mandatory regulationsesghsystems control engine functions,
braking, speed, steering and airbags, among athetiéns.*° Vehicle ECUs are designed to be
operated as built by the automobile manufactueerd,not to be modified by circumventing
TPMs. TPMs are part of a complex security andtgafgucture which prevent access to highly
sensitive vehicle software and ECUs. Operatingokeli=CUs as built is important to protect
vehicle safety and security, and for compliancdwatgulations. Thus, the circumvention of
TPMs and widespread distribution of code relatm&€CUs could have an impact automobile

safety, security and regulatory landscape.

For these reasons, the Copyright Office should dieeyroposed Exemption.

Il. INTRODUCTION
A. GM'’s Interest in this Rulemaking

GM, its affiliates and their joint ventures manufae vehicles in 30 countries, and the

company is a leader in the world’s largest andefsfjrowing automotive markets. GM, its

8 Green Comments at 11.
® Green Comments at 3-4.
19 see Green Comments at 13; http://www.ni.com/white-p#g84 2/en/
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affiliates and their joint ventures sell vehiclesdar the Chevrolet, Cadillac, Baojun, Buick,
GMC, Holden, Jiefang, Opel, Vauxhall and Wuling das. OnStar, LLC (*OnStar”) is an
affiliate of GM that provides in-vehicle connectedfety, security and mobility telematics
solutions and advanced information technology, Wlaice available on almost all of GM’s U.S.
vehicles. OnStar’s suite of services include aatticrcrash response, stolen vehicle assistance,
remote door unlock, turn-by-turn navigation, vetidiagnostics, hands-free calling and 4G LTE
wireless connectivity™

GM urges the Copyright Office to carefully considbe potential inadvertent risks to
vehicle safety and security, if the Proposed Exéngs granted. As detailed below, TPMs play
a critical role in ensuring the safety and securaty well as the regulatory compliance of the
modern car. Allowing circumvention of such TPMs lbassequences in these areas.

B. The Purpose of TPMs in the Modern Car

The Role of TPMs in GM Vehicles and the Risks Presented by Circumvention. Today’s
automobiles include, on average, 30 purpose-bu@tU& with functions that range from
controlling the radio to regulating vital enginedasafety function&: Many of these systems are
critical to the vehicle and security and compliamath mandatory federal vehicle regulations.
Automobile manufacturers (“OEMs”) employ TPMs inhn@es to help protect them from
tampering and hacking. The type of TPM used depend the availability of the evolving

technology and the type of control system involiad.

! More information on GM and its affiliates, inclmgi OnStar, can be found at http://www.gm.com.

12 See http://www. nytimes.com/2010/02/05/technology/05#ieaics. htmy
http://spectrum.ieee.org/transportation/systensthr-runs-on-code

¥ Examples of TPMs used by GM include seed/key accestrol mechanisms, firmware signing, and
sensitive data encryption.




The security that protects the software operatmgehicle’s ECU is ever more
important in today'’s interconnected world. VehiBlEUs are connected by networks that enable
interaction between various systems, and, for talesrequipped vehicles, various remote
features. The software operating each ECU is ghyefalibrated to ensure the safe and secure
operation of the vehicle. In vehicles with connddiglematics systems, ECUs are interconnected
via vehicle networks that enable various remoteufes. For example, interconnected OnStar
services include system diagnostics, and secwe@tufes such as Remote Door Unlock, Remote
Ignition Block and Stolen Vehicle Slowdowh.GM engineers use TPMs to make these systems
safe and secure. Circumvention of TPMs increasessa to, and as noted by Proponents,
publication of sensitive information relating to the operatafrECUs which in turn increases the
risks to safety and security and other systemsahatwner trusts — the risks that the TPMs were
specifically designed to mitigate. Thus, the PsgabExemption weakens a vehicle’s carefully
designed safety and security framework of which BRive an integral part and accordingly
increases the vehicle safety and security challenge

TPMs also ensure that vehicles meet federally maddsafety and emissions standards.
For example, circumvention of certain emissiongiatied TPMs, such as seed/key access control
mechanisms, could be a violation of federal lanotadily, the Clean Air Act (“CAA”) prohibits
“tampering” with vehicles or vehicle engines ondeeyt have been certified in a certain
configuration by the Environmental Protection AgenCEPA”) for introduction into U.S.

commerce’® “Tampering” includes “rendering inoperative” igrated design elements to

“ Remote Door Unlock enables OnStar to open a vebidtmors without a key. Remote Ignition Block
allows OnStar to send a remote signal to blocketigine of a vehicle that has been reported stoten f
starting. Stolen Vehicle Slowdown sends a sighat gradually slows down a stolen vehicle, enabling
police to apprehend the individual who stole iSee OnStar Services, available at
https://www.onstar.com/us/en/services/services.html

542 U.S.C. § 7522(a).



modify vehicle and/or engine performance withoutptying with emissions regulation$. In
addition, the Motor Vehicle Safety Act (“MVSA”) phibits the introduction into U.S. commerce
of vehicles that do not comply with the Federal dtovehicle Safety Standards, and prohibits
manufacturers, dealers, distributors, or motor alehiepair businesses from knowingly making
inoperative any part of a device or element of glednstalled on or in a motor vehicle in
compliance with an applicable motor vehicle staddarThe disclosure of information relating
to the ECUs controlling functions relating to fusdnsumption and emissions threatens to
undermine this regulatory landscape.

Even now, hackers as well as more benign car eaitasand hobbyists share
modifications online and this online dialogue vahly increase if an exemption is granted that
furthers this discussion and provides access trrnmdtion that can present a risk to vehicle
safety and regulatory complianteAll of this affects the overall security of a vele and could
threaten safety and regulatory compliance as veetha value of and continued availability on
the market for certain vehicle software.

Alternatives to Circumvention of TPMsin GM Vehicles. GM understands the value and
importance of security research and identifyingusg vulnerabilities within the automotive
industry. However, unlike in a cell phone or cotgguECUs in vehicles control the functioning
of automobiles with passengers on public roadsileA®M and other OEMs undertake great
efforts to ensure that these ECUs are securedrdfmsed Exemption enables public discourse

of the operation of these ECUs and creates a mgifipdssible safety risks. GM does, however,

©42 U.S.C. § 7522(a).

749 U.S.C. 88 30112(a)(1), 30122(b).

18 S0 e.g., Car Hacker's Handbook availabletdtip://opengarages.org/handbgok/
http://boingboing.net/2014/07/16/car-hackers-hatdaml (Car Hacker’'s Handbook is an example of a
set of instructions shared among hobbyists thafdyist might follow to make a modification or répa
which could negatively impact or damage the sadgitems in a vehicle.)




strongly encourage research for security and sgletyoses, but within a controlled

environment that does not present such risks. eftwer, GM, and other car manufacturers,
partner with third party researchers to identifg @adress security vulnerabilities. In fact, it is
quite common for automobile manufacturers to catwath third party testers and researchers
for work on various parts of the vehicle. Thesamgements can be open to public participation,
such as in standard-setting organizations, or eastricted when confidential information,

such as the detailed operation of TPMs and ECUsgmsired for appropriate research or

evaluation.

In view of 1) Proponents’ failure to establisprama facie case for the Proposed
Exemption as detailed below; 2) the potential rigkgehicle safety and security; and 3) the
potential risks to the U.S. regulatory systemsgie=i to protect vehicle safety and the
environment, GM respectfully submits that the PsggbExemption should be denied.

[l PETITIONERS HAVE FAILED TO MAKE OUT A PRIMA FACIE C ASE IN
SUPPORT OF THE EXEMPTION

The Proponents have failed to meet the burdentabkshing gorima facie case in
support of the Proposed Exemption. Pursuant td.57C. 1201(a)(1)(C), Proponents of an
exemption from the prohibition on circumvention b burden of establishing that “persons
who are users of a copyrighted work are, or aedyliko be in the succeeding 3-year period,
adversely affected by the prohibition . . . in thebility to make non-infringing uses . . . of a
particular class of copyrighted workS.”Thus, to establishgrima facie case for the proposed
class, Proponents must demonstrate that 1) theaffeesed by the prohibition on circumvention

are or are likely to be noninfringing and 2) thelpbition is causing, or in the next three years is

19 Copyright Office, Exemption to Prohibition on Qiravention of Copyright Protection Systems for
Access Control Technologieldptice of Inquiry, 79 Fed. Reg. 55687, 55689 (2014) (“2014 NOI”).
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likely to cause, a substantial adverse impact osetuse&® The proponents “must prove by a
preponderance of the evidence that the harm allsgedre likely than not.**

A. Exemption Proponents Have Failed to Establish thathe Uses Affected by the
Prohibition on Circumvention are Noninfringing

Neither Dr. Green, nor the other Proponents, haveathstrated that the uses for which
they seek an exemption are noninfringing under 1S.C. 8 107. Further, Proponents must
demonstrate that the affected use is or is likelyimiringing, not merelyplausbly or
conceivably noninfringing and “there is no ‘rule of doubt’ fanmg an exemption when it is
unclear that a particular use is a fair uSe Given this framework for evaluating whether the
uses are affected and the broad category of usesembby the Proposed Exemption, Proponents
have failed to establish that use of vehicle safewar security and safety research is likely to be
noninfringing.

Dr. Green errantly asserts that broad proposed afsdge vehicle software, which may
include copying, modifying and distributing code the course of security research is authorized
by fair use, under 17 U.S.C. 8 107. The Sectionfad use analysis requires the consideration
of four factors that on balance weigh against difig that Proponents’ proposed use is fair use:
1) the purpose and character of the use, 2) theanaf the copyrighted work, 3) the amount and
substantiality of the portion used, and 4) the rafér the copyrighted work.

1 Purpose and Character of Use

0 Section 1201 Rulemaking: Fifth Triennial Proceedio Determine Exemptions to the Prohibition on
Circumvention of Copyright Protection Systems foccAss Control Technologies at 7 (Oct. 2012),
available at http://copyright.gov/1201/2012/Section_1201_Rulkimg.2012_Recommendation.pdf
(“2012 Recommendation”).

L1d.; Exemption to Prohibition on Circumvention of Coigyt Protection Systems for Access Control
TechnologiesNotice of Inquiry, 79 Fed. Reg. 55687, 55689 (2014)(“2014 NOI")itgtRulemaking on
Exemptions from Prohibition on Circumvention of @daght Protection Systems for Access Control
Technologies at 10 (2010)available at http://www.copyright.gov/1201/2010/initialed-regiss-
recommendation-june-11-2010.(#2010 Recommendation”)).

2 See 2014 NOI at 55690 (citing 17 USC 1201(a)(1)(C)1@ Recommendation at 10; 2014 NOI at
55690 (citing 2012 Recommendation at 7) .



The first fair use factor considers whether theppsed use is commercial in nature, and
whether it is “transformative” in that it “adds sething new, with a further purpose of different
character, altering the first with new expressimeaning, or messagé&®” This factor further
considers whether the use is commercial. Howd»erGreen does not discuss these aspects in
any real depth and instead, states that “the pagposgood faith computer research are all listed
as paradigmatic fair uses in Section 107’s preanabiigcism, comment, news reporting,
teaching, scholarship, or researéh.Dr. Green goes on to describe how security reseas
engage in scholarship, research, engage in cnitjaemmentary and news reporting and
professors teach students through hands on inadistigof software. However, he fails to
address how the dissemination of highly sensitifermation about how a car’'s ECUs or TPMs
operate increases the potential risk that evewithaials with benign intent might access and
modify their vehicle software in such a manner theteases, rather than minimizes security and
safety challenges.

2. Nature of Copyrighted Work

Proponents seek access to computer software ihiele's ECU and Dr. Green claims
that this factor weighs in favor of fair use becaatize types of work used for security research
are more factual and functional than creative &atl ¢copyright protection for computer
programs is thin due to the many function desigmelnts in computer programs. However,
vehicle software in ECUs is a highly creative wddsigned by specialized engineers that have
developed a delicate and precise control systefmmat vehicle, subject to a complex
framework of security needs, regulatory requirerseaind quality, performance and reliability

standards. This software is a result of yeargsdéarch and development and a significant

23 2010 Recommendation at 94-95; 2012 Recommendatidf; 17 U.S.C§ 107(1).
% Green Comments at 15.
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investment of resources by GM and other automatigaufacturers. The mere existence of
certain functional elements does not obviate tlezlrie protect the expressive aspects also
encompassed in the work.

3. Amount and Substantiality of Portion Used

The third fair use factor considers whether “thamjity and value of the material used
are reasonable in relation to the purpose of tipging”.>> Dr. Green asserts that where it is
necessary to copy an entire copyrighted work,fdasor does not weigh against a finding of fair
use. He further indicates that published secueisgarch is transformed and the portions of
copyrighted works used are necessary to completesearch, thus arguing that this factor
weighs in favor of a fair use determination. Hoesm\he main question is how much of the
work was copied. Even i8ega andSony, where fair use was ultimately found, this thiagtbr
weighed in the Plaintiffs’ favor where an entirerwavas copied® Moreover, even where a
small portion of a work is copied, its use will rm considered fair if that portion contains the
essence or essential part of the copyrighted Wouch is the case where Proponents seek to
copy an entire work, which weighs against a findafdair use.

4, Market for the Copyrighted Work

Finally, Dr. Green concedes that this factor isdoubtedly the single most important
element of fair use?® This last fair use factor considers whether the threatens the potential

market for, or value of, a copyrighted wéfkVioreover, it addresses whether “unrestricted and

%> Campbell v. Acuff Rose Music, Inc., 510 U.S. 569, 586-87 (1994).

%% See Sony, 203 F.3d at 6068ega, F.2d 1510 at 1526.

* Harper & Row, Publishers, Inc. v. Nation Enters., 471 U.S. 539 (1985)(copyright analysis considers
analysis of “the portion used in relation to theymaghted work as a whole”

8 Green Comments at 17 (citing Harper, 471 U.S6&).5

# See 2012 Recommendation at 42.
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widespread conduct of the sort engaged in by tfendant” would negatively impact the value
of copyrighted works® For the reasons set forth below, the answerésaunding yes.

Safety is a primary factor motivating the purchgsilecision of a potential vehicle
owner. Vehicle safety and regulatory complianeeaso critical factors for car manufacturers
in the automotive industry. Therefore, the faeit thehicle firmware is sold as part of a car and
not as a standalone product does not eliminatbatm to a manufacturer’s copyright interests if
a vehicle owner, or those acting on the owner'sabiels permitted to circumvent TPMs to
engage in security research, but then widely chgsa&tes the code in such a manner that it may
be used by bad actors for intentional maliciouse@ea or by benign hobbyists for purposes
which could create inadvertent risks to safetyusgcand regulatory compliance. Allowing
individuals to access, analyze, modify and therliphilzode for vehicle software risks
increasing, not diminishing vehicle safety and siégehallenges. Further, such increased
challenges directly and negatively impact the valtithe copyrighted work.

As previously mentioned, there is no “rule of dduatoring an exemption when it is
unclear whether a particular use is a fair #s@r. Green has failed to demonstrate that its
security research as explained is clearly fair Udereover, its fair use analysis is largely
lacking facts necessary to adequately evaluatehghés proposed uses would be fair use. In
view of the foregoing, Dr. Green has failed tofeeth aprima facie case that the broad category
of security and safety research that could falhwithe Proposed Exemption is noninfringing.

B. GM’'s TPMs and the Prohibition on Circumvention Do Not Have a
Substantial Adverse Impact

Even assumingrguendo that Proponents could demonstrate that the affacded are

noninfringing, Proponents have still failed to dersiwate that the prohibition on circumvention

% Campbell, 510 U.S. at 590.
312012 Recommendation at 7.
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has a substantial adverse impact on those norgifigruses. For this reason also, Proponents
have failed to establishgima facie case in support of the Proposed Exemption.

Proponents must demonstrate that the adverse ®tfaased by the prohibition on
circumvention are having “distinct, verifiable, améasurable impacts” occurring in the
marketplace, as an exemption “should not be basel minimisimpacts® The main focus is
on whether a “substantial diminuation” of the aahility of works for noninfringing uses is
“actually occurring™? In other words, the Proponents must demonstragefrgponderance of
the evidence that the probation on circumventiandras likely to have aubstantial adverse
effect on noninfringing uses of a particular clagsvorks. 34

As discussed above, vehicle owners have alternafitiens that permit security research
and these alternatives protect the safety and ticeqaire the unauthorized circumvention of the
TPMs that protect the delicately calibrated sofemamntrolling a car’'s ECUs. The Registrar
itself has advised that no substantial adverseatmpacurs where sufficient alternatives exist to
permit the noninfringing usés. Given the availability of programs where manufiaets work
with independent researches to test their prodGdtstakes the position that sabstantial
adverse impact occurs as a result of the defaOlt p2Pohibition and Dr. Green presents no

factual support to the contrary.

%2014 NOI, 79 Fed. Reg. at 55690.

%2014 NOI, 79 Fed. Reg. at 55690, citing Staff oluse Comm. on the Judiciary, {06ong.,Section-
by-Section Analysis of H.R. 2281 as passed by the United States House of Representatives on August 4,
1998 at 6 (Comm. Print. 1998) (“House Manager’s Report”

% Exemption to Prohibition on Circumvention of Cojgytt Protection Systems for Access Control
TechnologiesFinal Rule, 75 Fed. Reg. 43825, 43826 (2010) (“2010 FinakeRul

%2012 Recommendation at 8 (“The Register and Liarawiill, when appropriate, assess the alternatives
that exist to accomplish the proposed noninfringusges. Such evidence is relevant to the inquiry
regarding whether the prohibition adversely affetts noninfringing use of the class of works. If
sufficient alternatives exist to permit the nonimffing use, there is no substantial adverse impact.

13



Dr. Green argues that the ban on circumventionsctesearch due to potential civil and
criminal liability for those who may inadvertentholate the 1201 violation. However, Dr.
Green does not provide factual evidence that theeafentioned adverse effectidbstantial.

He provides two examples where researchers wezatdnmed with action if they attempted to
present the results of their security researchigaibl.*® However, Dr. Green admits that in one
of these cases, the threat had no effect. Dr. Glees not provide factual evidence that the
aforementioned adverse effects arbstantial and has failed to demonstrate “distinct, verifgbl
and measurable impacts” occurring in the markegpldostead, his concern is hypothetical.

He further fails to address the impact on the éffeness of U.S. regulatory systems for
maintaining vehicle safety or emissions if certafiormation regarding potential security
vulnerabilities is publically disseminated and deth Cars are not CDs or personal computers.
Thus, the public interest must be considered wladncle safety issues and regulated
environment protection issues arise and it is irapes the manufacturers are involved.
Otherwise, allowing access to the critical infrasture in cars may create far more chilling
concerns than amje minimis chilling effect on security research.

Finally, Dr. Green has not demonstrated that afssgmt number of individuals are
interested in accessing the software controllinglacle’s ECUs for the purposes of security
research, but hampered from doing so. Dr. Gresmphavided anecdotal evidence. However,
this hardly demonstrates that adverse effects damgéhe prohibition on circumvention TPMs
results in “distinct, verifiable, and measurablgauts” occurring in the marketplace, and not
simply de minimis impacts. Moreover, the automotn@ustry is aware of and focused on the
potential safety implications of the wireless ca@M understands that certain security

researchers do have valuable knowledge and exparii can assist in identifying security

% Green Comments at 18.

14



vulnerabilities. As previously mentioned, theytpar with third party researchers for security
testing.

In view of the foregoing, Proponents have failedléononstrate sufficient harm to
warrant granting an exemption prohibiting circumi@m that Congress established.

IV. THE SECTION 1201(a)(1)(C) FACTORS WEIGH AGAINST GRANTING AN
EXEMPTION

For the reasons discussed above, Proponents hiegettaestablish arima facie case
for the Proposed Exemption and, as such, it shoeeildenied without consideration of the
statutory factors, which include a) the availapifior use of copyrighted works, b) the
availability for use of works for nonprofit archiy@reservation, and educational purposes, c) the
impact that the prohibition on the circumventiort@thnological measures applied to
copyrighted works has on criticism, comment, nesygorting, teaching, scholarship, or research,
d) the effect of circumvention of technological reei@s on the market for or value of
copyrighted works, and e) such other factors a4 itvarian considers appropriate.
Nonetheless, even consideration of the statutatpifa under 17 U.S.C. 81201(a)(1)(C) support
denying the Proposed Exemption. On balance, thative ramifications likely to result if the
exemption were granted outweigh atgyminimis adverse effects resulting from the prohibition
on circumvention for purposes of the Proposed Exemp

A. The Availability for Use of Copyrighted Works

This factor considers the prohibition’s impact ba awvailability for use of the
copyrighted works. The major considerations fag thquiry are whether the availability of the
work in a protected format enhances or inhibitslipuise of the work, whether the protected

work is available in other formats, and if so, wigtsuch formats are sufficient to accommodate

%17 U.S.C. 81201(a)(1)(C)
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noninfringing use&® Dr. Green claims that “the broad and general exiemghe] request[s] is
necessary to ensure good faith security researamgysstudy any form of software or device
relevant to the safety of individuals or securifyie nation.®® However, Dr. Green provides
only a handful of examples to demonstrate thaptbéibition may limit access to software or
devices including vehicle software for the purpotsecurity research, and fails to address the
fact that alternative means of accessing softw@redcurity research, in particular vehicle
software exists.

As previously mentioned, automotive companies, sisc®M, engage third parties for
work on various parts of the vehicle. With regergoftware glitches “many companies pull in
an external source code inspector to preemptiwatiyhcand remove the bug®."Manufacturers
also contract with researchers. These arrangernantbe open to public participation, such as
in standard-setting organizations, or can be msttiwhen confidential information, such as the
detailed operation of TPMs and ECUSs, is requirgchfipropriate research or evaluation. .
Accordingly, given the current availability of Iégnate and safe methods of conducing security
research, the current prohibition does not limaikability of the work for legitimate
noninfringing uses.

B. The Availability for Use of Works for Nonprofit Arc hival, Preservation, and
Educational Purposes

As mentioned above in the context of fair use aiglythe proposed exemption would
not advance use of the copyrighted work for nonpes€hival or preservation. To the extent Dr.
Green claims the exemption would advance educdtmmposes by allowing student

involvement in security research or education psesphe has not provided factual evidence that

¥ See 2012 Recommendation at 152 (citing 2010 Recomni@rdat 56).
¥ Green Comments at 23.
“© www. proservicescorp.com/auto-industry-softwaréepes
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the prohibition has a substantial chilling effentavailability of use of work for this purpose or
that many education programs are interested iropanfig security research for education
purposes. Therefore, this factor does not weighvor of granting an exemption.

C. The Impact That the Prohibition of the Circumvention of Technological

Measures Applied to Copyrighted Works Has on Critiecsm, Comment, News
Reporting, Teaching, Scholarship, or Research

Dr. Green claims that the current prohibition cilstspeech related to criticism, comment,
news reporting, teaching, scholarship and reseatdwever, despite the prohibition, plenty of
people have written articles criticizing variousauotive manufacturers for certain alleged
vulnerabilities, while others have published paeralyzing security systems and potential
vulnerabilities in specific brands of vehicles. idover, issues surrounding the safety and
security of vehicles are often newsworthy and reggbupon. Therefore, this factor should not

weigh in favor of an exemption.

D. The Effect of Circumvention of Technological Measues on the Market for or
Value of Copyrighted Works

This factor should be given serious consideratibn. Green is incorrect in his assertions
that a general exemption for good faith securisesgch will have a positive net effect on the

market for software and devices, at least so fauasmobiles are concerned.

TPMs ensure that users cannot access highly senesapyrighted vehicle software,
including software which controls the functioningEaCUs, analyze the software and publicize
how the TPMs and software work in such a way thatldenable malicious actors and more
benign users alike, to more easily access and gnadithicle’s safety and emissions systems.
Granting the Proposed Exemption facilitates theatignation of this information in an
uncontrolled, public environment. Weakening theusitg of these systems may impact the
ability to bring about advanced technology systdesgned to increase automotive safety.
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Accordingly, the value of the vehicle software Vilkely decrease as OEMs are continually put
in a position of having to change their securitysture, or to consider reducing the availability
of advanced systems, each time researchers publigidential and highly sensitive information
about the security structures in place. This deliract from their ability to focus on new and
innovative software, a valuable and lucrative endeaFurthermore, such public exposure of
highly-sensitive copyrighted work would have clniglieffects on OEMs’ investment in

development of new ECU software.

E. Such Other Factors as the Librarian Considers Apprpriate
1. TPMsin Vehicles Increase Safety

Cars are not like cell phones or computer prognam®n a personal computer. Instead,
the availability of vehicle software for use atialcontingent upon the continued integrity of
vehicle safety systems. Granting the exemptiordcmopact vehicle safety, for example, by
making it easier for both ill willed wrongdoers amaknowing hobbyists and the like to access a
vehicle’s software and compromise safety and régolacompliance systems validated by the
automaker. We note that although research is@davuse, the Registrar should consider the
existence of alternative means for individualsdoduct security research and the negative
ramifications that would likely result from hackensd others accessing this information,
bypassing TPMs and modifying or otherwise interfgnvith ECUs. Allowing the exemption is
akin to authorizing publication of and instructioranual for circumvention of safety and
regulatory protocols in a vehicle and a roadmagactessing highly sensitive and carefully

calibrated vehicle software to which access isairt pmited for security reasons.

OEMs are also more likely to invest in new innovatand secure vehicle software with

increased functionality if third parties are preteghfrom accessing their highly-sensitive and
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valuable copyrighted work and disclosing the dstaflsuch works publically in the name of
“research”, particularly when such disclosure seiteechallenge the safety and regulatory

mission of the software in the first place.

GM does not oppose security research into eiteeFRMs or ECUs and agrees with Dr.
Green that security research is required to addessity concerns. For that reason, GM and
other OEMSs, work cooperatively with both outsidel amternal researchers to improve their
security and regulatory compliance as it pertamisath TPMs and ECUs. Further, OEMs are
highly responsive when it comes to fixing softwglieches and providing pertinent software
updates. Dr. Green has not demonstrated thatiauisecurity research would result in any
additional responsiveness or concern surroundifegysessues than is already customary in the
automotive industry. Additionally, as of July 2DIthe U.S. National Highway Traffic Safety
Administration was not aware of any instances aisconer vehicle control systems having been
hacked.*' Therefore, it is unclear the degree to which thegad chilling effect on vehicle
security research is having in the actual world.tAe contrary, granting the broadly worded
Proposed Exemption has the potential to shift e#larize and create a safety and security and

regulatory compliance concern that has not prelyomiasted.

2. The Proposed Class Does Not Contain Ample Restrictions to Maintain
Safety and Protect Copyright Interests.

The Copyright Office requires that the class of kedfior a proposed exemption should be
“a narrow and focused subset of the broad categofievorks . . . identified in section 102 of the
Copyright Act.*?> However, Proposed Exemption is too broad andeiflned. As currently

drafted, if granted, the Proposed Exemption “wallow researchers to circumvent access

41 www.reuters.com/article/2014/07/22/cybersectaityos-iSUSL2NOPX2FH2014722
#22014 NOI at 55690.
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controls in relation to computer programs, databaged devices for purposes of good faith
testing, identifying, disclosing, and fixing of rahctions, security flaws, or vulnerabilitie$>”

Dr. Green'’s suggested modification to the PropdSezinption is even broader. As an initial
matter, this class is broader than the other dgexgsearch related classes granted in the past,
which in 2006 and 2010 covered security testinGb§ and video games that included software
where the software itself acted as a TPM and adesgteurity flaws and vulnerabilities. Because
of the narrowness of the class, proponents weeetalldlemonstrate concrete examples of how
the 1201 prohibition had an adverse impact on vadability of these works for security
research.

For example, the Registrar recommended an exemfatid®ound recordings, and
audiovisual works associated with those sound d#egs, distributed in compact disc format
and protected by technological protection meastinascontrol access to lawfully purchased
works and create or exploit security flaws or vu#imlities that compromise the security of
personal computers, when circumvention is accoimgdisolely for the purpose of good faith
testing, investigating, or correcting such secutdws or vulnerabilities” in 2006. In that
situation, the Registrar stated that “the scoph@®exempted class of works should be calibrated
to address the harm that the proponents have dérats and went on to characterize the
exemption as “a relatively targeted exemption wiiwas] based on a really detailed technical
study of [a particular security flaw], and basedtloat study, a concern about the same issues
being important going forward.” By contrast, fi@posed Exemption seekder aliato permit
researchers to access hundreds of computer progmnaansomotive ECUs without limiting the
purpose to studying the software for interoperghigncryption research, or any other

previously identified use, but instead for an untkdf category of “security research”. Further,

 NPRM, 79 Fed. Reg. at 73870.
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the above described security related exemptiosdand recordings had no impact on safety
systems, carefully crafted regulatory schemesh@secure operation of important heavy
equipment (like automobiles). For these reasorpdhents have failed to provide sufficient
evidence to support such a broad category or tpatighe scope of the proposed class.
V. CONCLUSION

In view of the foregoing, Proponents have failedléononstrate prima facie case that
the affected uses are noninfringing or that théition is having a substantial adverse impact.
Furthermore, Proponents have simply failed to aersihe implications such an exemption will
have on vehicle safety, security, and regulatommieance. When considering these various
factors, GM respectfully submits that the Propdsgemption should be denied.
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